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PRIVACY AND FAIR PROCESSING NOTICE 

 
How Courier Facilities Limited uses Personal Data  
 
Introduction  
 
Courier Facilities Limited (CFL) collects, holds and processes personal data relating to its employees, 
which is essential for it to manage its operations and their employment fairly and effectively. These 
activities are carried out in accordance with the General Data Protection Regulation 2016 (GDPR) and 
CFL’s Data Protection Policy.  
 
The data held by the Human Resources team at CFL is primarily taken from the details that employees 
provide during the application and recruitment process and will be added to during the course of their 
employment, as necessary and appropriate.  
 
During the recruitment process and any contractual change events during employment, employees 
give their consent for Courier Facilities Limited to process and retain their personal data, with a 
legitimate interest for doing so.  
 
Courier Facilities Limited provides this Privacy and Fair Processing Notice to inform employees of how 
their personal data will be processed by the Human Resources team and the purposes for which the 
data has been collected.  
 
What is personal data?  
 
As a general guide, anything that was classed as personal data under the Data Protection Act also 
qualifies as personal data under GDPR. Under GDPR, personal data is data which relates to a 
living/natural individual who can be identified from that data or from other information which is in 
the possession of, or is likely to come into the possession of, the data controller. In this case, the data 
controller is Courier Facilities Limited. It includes any expression of opinion about the individual as 
well as statements of fact.  
 
IP addresses now qualify as personal data. Other data, like economic, cultural or mental health 
information, are also considered personally identifiable information.  ‘Pseudonymised’ personal data 
may also be subject to GDPR rules, depending on how easy or hard it is to identify whose data it is. 
 
What is meant by data ‘processing’?  
 
The processing of data includes obtaining, recording, storing, organising, maintaining, updating, 
retrieving, using, disclosing, transferring, and deleting.  
 
Data Controller 
 
For the purposes of data protection law, the “data controller” means the person or organisation who 
determines the purposes for and the manner in which any personal data are processed.  The data 
controller is Courier Facilities Limited, a company incorporated and registered in England and Wales 
under company number 01705359 and having its registered office address at Building 580/1, 
Sandringham Road, Heathrow Airport, TW6 3SN, United Kingdom (referred to as “CFL”, or as “we” and 
related words such as “us” and “our”). Our registered VAT number is GB226287359. 
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As data controller we are responsible for, and control the processing of, your personal data. We are 
registered as a data controller with the Information Commissioner’s Office (ICO): www.ico.org.uk. 

If you would like to contact us about this notice, including if you wish to receive further information 
about any aspect of it, please contact the Company Secretary. 

Is consent to data processing always necessary for employment purposes?   
 
According to Article 9, S.2(b) of the GDPR:  
 
Consent is not required where “processing is necessary for the purposes of carrying out the obligations 
and exercising specific rights of the controller or of the data subject in the field of employment …. for 
appropriate safeguards for the fundamental rights and the interests of the data subject;” provided the 
connection is conferred or imposed by Law.  
 
Types of personal data processed  
 
Types of personal data that Courier Facilities Limited may process, although not an exhaustive list, are:  
 personal details (name, address, date of birth, contact details)  
 e-mail addresses  
 application form, CV, interview notes and references 
 equal opportunities information such as gender, sexual orientation, marital status, religion 
 financial information such as bank details, NI number, etc 
 qualifications and professional registration details and training certificates 
 attendance/absence records and medical information (Fit Notes, Occupational Health reports) 
 eligibility to work documents and clearances (such as DBS, OH report, passport copy)  
 employee relations case information (such as disciplinary, grievance, performance) 
 CCTV footage  
 next of kin / emergency contact information 
 
Data concerning criminal offences, health, disability, ethnicity, sexual orientation and religion, 
constitutes sensitive personal data and is afforded an extra level of security and confidentiality.  
 
The General Data Protection Regulation 2016  
 
The Regulation requires Courier Facilities Limited to process personal data in line with its 7 principles:  

 Fairly, lawfully and transparently – the Data Subject has given consent 
 Purpose limitation – consider what the data is held for 
 Data minimisation – nothing held that isn’t necessary 
 Accuracy – information must be correct and up to date 
 Storage limitation – for no longer than is reasonably necessary 
 Integrity & confidentiality – data to only be accessed by authorised people 
 Accountability – the Data Controller (company) has the burden of proof to evidence that they 

are compliant, not the individual.  
 
How your personal data will be used within the company  
 
The official purposes for which Courier Facilities Limited processes personal data are notified to the 
Information Commissioner’s Office (ICO) on an annual basis and can be viewed on the ICO's website 
at www.ico.org.uk. 
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How your personal data will be used by the Human Resources department 
 
To manage its operations effectively, provide services to employees and meet certain legal 
requirements, Courier Facilities Limited will process and maintain the personal data of its employees. 
This personal data may include all or any of the above listed data types.  
 
In addition to this, Courier Facilities Limited may process some sensitive personal data about 
employees, such as details about health in order to provide care, and information concerning 
ethnicity, sexual orientation, gender identity, domicile and disability for planning and monitoring 
purposes. Also, for security reasons, information about past criminal convictions will be processed.  
 
Personal data may be shared by Courier Facilities Limited to provide employees with services and 
support, such as to our Occupational Health provider, health cash plan provider, as well as with our 
partner HR and Employee Assistance organisation, Strategi Solutions Group. 
Data management and protection agreements are in place with these partner organisations, and 
personal data shared will be done so with affirmative consent from the individual at the recruitment 
stage and again prior to any Occupational Health referral being made.  
 
For example, the Occupational Health provider will need an employee’s name, address, phone 
number, sickness absence details, basic medical information, and any other relevant information as 
necessary, in order to offer a consultation and support to the employee.  
 
Courier Facilities Limited may also use employee personal data to produce non-identifiable statistical 
data for analysis to fulfil monitoring commitments for purposes such as equality & diversity, and to 
provide a more targeted response to improving working lives and in working towards becoming an 
employer of choice. 
 
Sharing your personal data (disclosures to third parties)  
 
Courier Facilities Limited may disclose appropriate personal data, including sensitive personal data, to 
third parties where there is a legitimate need or obligation, during or after an individual’s 
employment. Such disclosure is subject to procedures to ensure the identity and legitimacy of such 
agencies. These third parties may include the following: 
 
 UK Visas and Immigration (for sponsored migrant workers)  
 Accrediting bodies  
 Occupational Health service providers - where this service is provided on Courier Facilities 

Limited’s behalf  
 HMRC 
 Strategi Solutions Group (HR partner) 
 Other relevant partner organisations, such as accredited training providers, Employment Law 

Solicitors, Apprenticeship training providers  
 Third parties performing or providing resources for administrative functions on Courier Facilities 

Limited’s behalf (such as Recruitment Agencies)  
 The Government and local authorities during information gathering exercises when Courier 

Facilities Limited is legally obliged to provide data  
 Law enforcement agencies such as UK Border Force, CAA, the Police and other crime or taxation 

agencies regarding the detection or prevention of a crime  
 Potential employers requesting a reference or confirming the professional registration of a 

current or past employee. Consent is implied by the individual providing Courier Facilities 
Limited’s details as a referee.  
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This is not an exhaustive list and such third parties may have access to employee data only for the 
purpose of performing their function.  
 
Any disclosures to third parties not listed here will be made only where there is a legitimate reason to 
do so and in accordance with the law and with prior affirmative consent from the individual.   
 
Courier Facilities Limited may also use third party companies as data processors to carry out certain 
administrative functions on the CFL’s behalf. If so, a written contract will be put in place to ensure that 
any personal data disclosed will be held in accordance with GDPR. 
 
Spouses, partners, parents and family members  
 
Spouses, partners, parents and other family members are considered to be third parties and no 
employee personal data will be disclosed unless express consent is received from the employee or the 
disclosure is in accordance with the GDPR. The same applies for landlords, sponsoring employers or 
sponsoring governments.  
 
Your rights  
 
Employees have certain rights and responsibilities regarding their personal data, including:  
 To know what personal data Courier Facilities Limited holds about them and what it is used for  
 To securely access and review their own personal data 
 To request that their personal data is accurately updated/rectified if they believe that it is out 

of date or incorrect (supporting evidence must be provided, where appropriate) 
 To request to have their data erased and to ‘be forgotten’ (this is not an automatic right, but if 

granted, Courier Facilities Limited will ensure total deletion of data, i.e. from its own systems 
and those of partner organisations/third parties) 

 To know how Courier Facilities Limited is complying with its obligations under GDPR  
 To make a complaint if they believe that GDPR and/or Courier Facilities Limited’s Data 

Protection Policy has not been followed.  
 
Employees have a responsibility to ensure that the personal information they provide to Courier 
Facilities Limited is accurate and up to date.  
 
Employees wishing to receive a copy of their own personal data can do so by making a Subject Access 
Request to the HR team.  
 
Retention  
 
Employee files will normally be held for six years after an employee has left Courier Facilities Limited. 
Basic information (including full name, job title and employment dates) about the former employee 
will be retained indefinitely after they have left Courier Facilities Limited.  Individuals can withdraw 
consent for this information to be retained, and for it to be erased.  Such requests must be made in 
writing to the Company Secretary, who will then notify HR Support.  
 
Complaints 
Where you take the view that your personal data are processed in a way that does not comply with 
the GDPR, you have a specific right to lodge a complaint with the relevant supervisory authority. The 
supervisory authority will then inform you of the progress and outcome of your complaint. The 
supervisory authority in the UK is the Information Commissioner’s Office (ICO): www.ico.org.uk.  
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Further information 
 
For any queries regarding the General Data Protection Regulation and how this affects your 
recruitment or employment, please contact the Company Secretary in the first instance, who may 
refer your query to HR Support.  


